
Intent Recog.

Encoder D
ec

od
er

Encoder D
ec

od
er

Intent Recog.

Encoder D
ec

od
er

Cross-Entropy
Loss

Context-
Aware

Fusion &
Risk Analyzer

Threshold T

(A) Pretraining

(B) Adaptation

Temporal
Consistency

Decision
Network

Decision
Network

IPI Risk 
Scores

(C) Detection & Report

Difference

Difference

Intent Logits

Intent Logits

User Identity Scores

User Identity Scores TCM-refined Scores

(same as above)

Diverse user dataset

Time App User Identity Pred.
Intent 1

Prob. 1 Pred.
Intent 2

Prob.2 … IPI Detection
Outcome

10/10/24
15:38:39

N\A Verified N\A N\A N\A N\A … Normal

10/10/24
15:39:41

N\A Verified N\A N\A N\A N\A … Normal

10/10/24
18:32:47

YouTube Anomalous Benign 0.76 Impersonation 0.11 … Normal

10/10/24
19:48:27

Slack Anomalous Alter
Account
Setting

0.56 View Content 0.32 … IPI Risk 
DetectedOwner

Intent Recog.

Encoder D
ec

od
er

Reconstruction
Loss

Cross-Entropy
Loss

Context-Aware
Risk Analyzer Threshold T

(A) Pretraining

Encoder D
ec

od
er

Intent Recog.

Context-Aware
Risk Analyzer

Encoder D
ec

od
er

(B) Adaptation

Binary-Entropy
Loss

Temporal
Consistency

Decision
Network

Decision
Network

IPI Risk 
Scores

(C) Detection & Report

Difference

Difference

Intent Logits

Intent Logits

User Identity Scores

User Identity Scores TCM-refined Scores

(same as above)

Diverse user dataset

Time App User Identity Potential
Intent 1

Probability 1 Potential
Intent 2

Probability 2 … IPI Detection
Outcome

10/10/24
15:38:39

N\A Verified N\A N\A N\A N\A … Normal

10/10/24
15:39:41

N\A Verified N\A N\A N\A N\A … Normal

10/10/24
18:32:47

YouTube Anomalous Benign 0.76 Impersonation 0.11 … Normal

10/10/24
19:48:27

Slack Anomalous Alter
Account
Setting

0.56 View Content 0.32 … IPI Risk 
Detected

Victim

Identity-branch

Intent-branch

Identity-branch

Identity-branch

Intent-branch

Reconstruct. 
Loss

Binary-Entropy
Loss

Context-
Aware

Fusion &
Risk Analyzer


	Slide 1

